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Abstract. Runtime monitoring analyzes system traces based on a given
specification to provide insights into complex system behavior. However,
these specifications are typically defined at a low-level of abstraction
and require expertise with the monitoring tool. Translating high-level
system properties to correct combinations of monitor specifications, is
error-prone and may require manual effort from both domain and run-
time monitoring experts. This hampers the use of runtime monitoring for
settings that depend on agility in specifications, e.g., in settings where
users ask about system properties. To overcome this problem, we pro-
pose DynaMo, a synthesis method for stream monitors that bridges
the gap between system-level properties and monitor specifications by
leveraging formalized knowledge. DynaMo synthesizes and instruments
a monitor specification given a knowledge base. We show how to guar-
antee soundness of all monitors derived this way, provide a prototype
implementation of DynaMo for TeSSLa, and demonstrate its applica-
bility on a case study in which users of a digital twin investigate marine
ecosystems in the Oslo Fjord.

1 Introduction

Runtime monitoring is a lightweight formal method that analyzes system be-
havior by verifying whether system traces adhere to given formal specifica-
tions [23, 35]. By analyzing output behavior, runtime monitoring can be ap-
plied to black-box systems with multiple heterogeneous system components. Al-
though runtime monitoring has traditionally targeted software and hardware
systems [25], successful applications in aerospace [7, 33, 38], automotive [19, 48],
and cyber-security [47] show that the research focus in runtime monitoring is
increasingly shifting towards other application domains [41].

Many of us have experienced first-hand that it can be both challenging and
time-consuming to correctly develop formal specifications for complex systems,
even for seasoned formalists! Case studies also show that engineers have difficulty
defining specifications for their systems [17, 26, 29], which impedes the applica-
tion of formal methods, including runtime monitoring. To define specifications in
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Fig. 1: Overview of the DynaMo approach.

complex temporal logic, approaches such as Sugar [8], SALT [6] and the temporal
patterns of Dwyer et al. [17] propose syntactic sugar to simplify the definition
of LTL or CTL specifications. While this line of work alleviates the low-level
engineering of temporal formulas, runtime monitoring in domains beyond soft-
ware additionally requires that domain knowledge is mapped onto the temporal
logic formulas. Runtime monitoring with domain specific modules have been
proposed [19] to provide parametric specifications tailored for a specific domain.
However, this requires that domain experts and runtime monitoring experts
jointly develop specifications within the runtime monitoring framework—any ex-
isting formalized knowledge has to be re-expressed in the monitoring framework.

To overcome this problem, we propose DynaMo, a method to automatically
synthesize formal specifications that leverages formalized domain knowledge.
DynaMo allows expert users or various other systems to monitor a target system
by means of domain-specific queries (cf. Fig. 1). To enable the knowledge-driven
synthesis of specifications, we extend knowledge bases that formalize reusable
domain knowledge with atomic constraints that combine monitoring templates
and system interfaces.

Our development is motivated by work on the Oslo Fjord Digital Twin4 [31],
which aims to monitor and evaluate ecological conditions in the Oslo Fjord.5 The
project includes 20 researchers and master students in the fields of oceanogra-
phy, fluid mechanics, data science, computer science, and marine ecology, which
demands effective knowledge sharing between domains. Domain and monitoring
experts have different knowledge and formalisms, necessitating a common frame-
work that combines the two. Knowledge bases allow the formalization of logic
relations within complex systems. In the Oslo Fjord Digital Twin, this knowledge
base is used to formalize the marine ecosystem and its relationship to physical
environmental factors.

DynaMo extends knowledge bases with formalized domain knowledge with
formalizations that enable the synthesis of runtime monitors based on user
queries. The main contributions of this paper can be summarized as follows:

– DynaMo: a knowledge-driven method to synthesize runtime monitors, in-
formed by both domain knowledge and monitoring knowledge (Sect. 3);

– A method to prove soundness for instances of the proposed method (Sect. 4);
– A prototype tool6 implementing the DynaMo method (Sect. 5); and
– An evaluation of DynaMo on the Oslo Fjord Digital Twin (Sect. 6).

4 https://ebjohnsen.org/project/oslofjord
5 The Oslo Fjord is an inlet on the Skagerrak strait, south of the Norwegian capital.
6 https://github.com/oslofjord-twin/oslofjord-dynamo.

https://ebjohnsen.org/project/oslofjord
https://github.com/oslofjord-twin/oslofjord-dynamo
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2 Preliminaries

This section covers preliminary notions and definitions for the two key ingredi-
ents of DynaMo: stream-based runtime monitoring and knowledge bases.

Stream-based Runtime Monitoring. Stream-based runtime verification (SRV) [13,
15] considers runtime monitoring as a stream transformation problem. Stream
specifications describe stream transformers, which operate on a number of input
streams to produce a number of output streams. Sequences of events to monitor
form the input stream(s); these are transformed to output streams acting as the
monitoring result(s). Note that the outputs in SRV are not limited to Boolean
streams; this allows enhanced analysis on outputs and the possibility of nesting
multiple stream transformers.

We formalize stream-based runtime monitoring in terms of stream expressions
and stream specifications. An SRV language consists of an expression language
and its semantics. A stream specification in an SRV language defines a set of
input streams and the computations needed to produce a set of output streams.

Definition 1 (SRV Languages). Let X be a set of variable names and D a
stream of values with X ∩D = ∅. An SRV language is a triple (E, D, ε), where
(1) E is a set of stream expressions such that E(X) denotes expressions over X,
and (2) ε : E(D) → D is an evaluation function.

The expression language E must be composable; i.e., nested expressions can
be combined by a natural function µ : E(E(X)) → E(X). Given a variable as-
signment σ : X → D, we obtain a valuation JeKεσ for e ∈ E(X) by lifting to

expressions and composing with ε, denoted J_Kεσ : E(X)
E(σ)−−−→ E(D)

ε−→ D.

Definition 2 (Stream Specifications). A stream specification in an SRV
language (E, D, ε) is a tuple (I,O, (ex)x∈O), where I and O are sets of input and
output variables with I ∩O = ∅, and (ex)x∈Ois an O-indexed set of expressions
over variables; i.e., for each x ∈ O there is an expression ex ∈ E(I ∪O).

The goal of the stream specification is to define a stream transformer that,
given values for the input stream, uniquely and uniformly assigns values to the
output streams. If this is possible, the specification is well-defined. Given valua-
tions σX and σY with disjoint domains X,Y , we write σX ∪ σY for the unique
valuation with domain X ∪ Y that coincides with σX on X and σY on Y .

Definition 3 (Well-defined Specifications [34]). A stream specification
ϕ = (I,O, (ex)x∈O) is well-defined if, for each input valuation σI : I → D,
there exists a unique output valuation σO : O → D such that, for every x ∈ O,
we have (σI ∪σO)(x) = JexK

ε
σI∪σO

. The denotational semantics of a well-defined
specification is the function [[[[[[ϕ]]]]]] : (I → D) → (O → D) mapping input valuations
to their unique output valuations.

We only consider specifications that are efficiently monitorable [15]. Essentially,
efficiently monitorable specifications are those that can be expressed by only
referring to the past and present events.
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Knowledge Bases. A knowledge base organizes information in a logical format
and provides an interface to access this information. For simplicity, we here
consider first-order logic (FOL) knowledge bases with two kinds of operations in
the interface: One can either check the validity (or satisfiability) of the contained
information, or retrieve certain answers [36,37] via queries.

Definition 4 (FOL Knowledge Bases). Given a signature Σ = Σ0∪Σ1∪Σ2

with sets of constant- (Σ0), predicate- (Σ1) and relation-symbols (Σ2), and a
set X of variables, with X ∩Σ = ∅. Let c range over Σ0, P over Σ1, R over Σ2,
and x over X. Formulas ϕ and terms t are defined as follows.

ϕ ::= P (t) | R(t, t) | ∀x.ϕ | ¬ϕ | ϕ ∧ ϕ t ::= x | c

A sentence over Σ is first-order formula over Σ with no free variables, a knowl-
edge base K over Σ is a set of sentences over Σ.

The satisfiability of a formula ϕ by a model M = (V, I) and a variable
assignment β : X → V is denoted M, β |= ϕ and defined inductively in the
usual way (e.g., [2]). A formula ϕ is satisfiable if there exists a model and variable
assignment that satisfies ϕ. A formula ϕ is valid, denoted |= ϕ, if it is satisfied by
all models and assignments. Here V is a value domain and I is an interpretation
that assigns (1) elements of V to constants, (2) subsets of V to predicates, and
(3) subsets of V × V to relations. Terms have denotations JxKM,β = β(x) for
variables and JcKM,β = I(c) for constants.

Definition 5 (Knowledge Base Semantics). A knowledge base K is satis-
fiable (resp. valid) if

∧
ϕ∈K is satisfiable (resp. valid). K entails a sentence ψ,

denoted K |= ψ, if the formula |=
∧

ϕ∈K ϕ =⇒ ψ is valid.

A knowledge base is consistent iff it does not imply a contradiction, which in
FOL is equivalent to satisfiability. Consistency is a primary concern for knowl-
edge bases and is effectively checked by knowledge base software.

A first-order query is a first-order formula with free variables. Its answers are
tuples of constants such that, if the constants are assigned to the free variables,
then the resulting first-order sentence is entailed by the knowledge base.

Definition 6 (Queries). Let K be a knowledge base over a signature Σ and
denote by ϕ(x1, . . . , xn) a formula with n free variables. Then ϕ is a query and
its certain answer set is defined by:

q
ϕ(x1, . . . , xn)

y
K =

{
(c1, . . . , cn) ∈ Σn

0 | K |= ϕ(c1, . . . , cn)
}
.

3 Stream Monitor Synthesis with DynaMo

DynaMo is a method to dynamically synthesize monitors from knowledge bases
that contain both domain expertise and monitoring expertise. While the knowl-
edge base for a given use case depends on the domain and used SRV language,
the synthesizer uses a core knowledge base (cf. Fig. 2) as an interface. We now
present this core knowledge base and the process for synthesizing monitors from
monitor queries.
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Fig. 2: Components of the DynaMo core knowledge base.

3.1 Formalizing Stream Monitoring in a Knowledge Base

DynaMo’s synthesizer extracts information from the knowledge base using first-
order queries. As the knowledge base depends on the use case, i.e., the domain
of the entities to be monitored, and the SRV, i.e., the target language of the
synthesizer, we require a core knowledge base that contains (a) fixed vocabulary
(shown in typewriter-font) to formulate generic queries, and (b) constraints on
this vocabulary. For each use case, the domain and monitoring expertise must be
encoded by extending the core knowledge base while respecting these constraints.

The core knowledge base, illustrated in Fig. 2, has three parts: domain (a),
monitoring (b), and sensor (c). The domain part (a) describes core terminology
about what can be monitored in principle. The monitoring part contains mon-
itoring expertise about a certain SRV w.r.t. the domain, and the sensor part
contains knowledge about sensors, how they connect to the domain and how to
retrieve input streams for the runtime monitors from them. In the following we
use the term notion to refer to a signature symbol with an intended meaning. A
fully formal representation with additional properties is available in the auxiliary
material [1].

The domain core knowledge base introduces two notions: measurables and
constraints. A measurable is a quality of a digital or physical system that can be
measured, e.g., the temperature at a given location or the bandwidth of a given
connection. A measurable is not a measurement. A constraint on a measurable
is an abstract condition on this quality, e.g., a maximal temperature.

The sensor core knowledge base introduces notions of sensors and streams.
Sensors measure measurables; for example, a thermometer measures tempera-
ture, and a wind speed gauge measures wind speed. The data from a sensor is
provided as a stream of a given (XSD [10]) type, connected to a stream language
type by corresponds. The sensor core knowledge base employs the established
SAREF [21] and DCAT [14] vocabularies.

The monitoring core knowledge base describes monitor implementations us-
ing templates: stream expressions in the SRV language with typed parameters.
Templates are connected to the atomic constraints they implement, and param-
eters instantiated with constant values or streams when constructing monitors.
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In addition to the core knowledge base, DynaMo relies on an instantiation of
necessary domain and monitoring knowledge. Modular instantiations mean the
different parts are reusable: the SRV expertise can be used in multiple domains.

A domain knowledge base introduces domain specific concepts and qualities,
and a set of mapping sentences connects it to concepts in the core. A monitoring
knowledge base contains templates implementing building blocks of specifica-
tions as well as the available types. Types must be connected to corresponding
sensor output types, and templates to the constraints they implement. Note that
one template may implement more than one constraint.

Definition 7 (Knowledge Base Instantiation). Given a core knowledge
base K with signature Σ, a knowledge base instantiation is a four-tuple of knowl-
edge bases (Kdomain,Kmap,Ksrv,Kimpl) where

– Kdomain is a domain knowledge base with signature Σdomain disjoint from Σ
defining domain-specific concepts and qualities,

– Kmap is a knowledge mapping over Σdomain∪Σ connecting domain knowledge
to the core concepts,

– Ksrv contains implementation templates and types in the chosen SRV lan-
guage, and

– Kimpl is a set of sentences implements(x, y) connecting implementations to
atomic constraints.

The fully instantiated knowledge base is the union of these, denoted

K+ = Kdomain ∪ Ksrv ∪ Kmap ∪ Kimpl ∪ K .

Example 1 (Oslo Fjord Digital Twin Knowledge Base). We consider a simpli-
fied version of the knowledge base of the Oslo Fjord Digital Twin as a running
example, informally introducing concepts as needed. A formal account is given
in Sect. 6.

For this knowledge base, Kdomain includes qualities of temperature, salinity
and cod observations. It also contains the concepts of good cod habitats, pre-
ferred water temperatures and maximal salinity. Kmap states that the qualities
are measurable, that preferred temperature and salinity are atomic constraints,
and that being a good habitat is a conjunction of these. The Ksrv has templates
with typed parameters implementing ranges (float), maxima (float), and ob-
servations (bool), that are mapped to the atomic constraints. Additionally, the
knowledge base contains temperature and salinity sensors and a camera that can
detect observations of cod. The temperature and salinity sensors provide streams
of XSD decimals (corresponding to float), while the camera provides a stream
of Booleans (corresponding to bool) indicating whether a cod was observed.

3.2 Synthesis of Stream Specifications

Synthesis is triggered by a monitor query and results in a fully instrumented run-
time monitor. We construct a specification with measurables as input variables,
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constraints as output variables with defining expressions given by monitoring
templates, and an additional designated output variable for the monitor query.
We describe the process in three steps: (1) determining the required input and
output variables, (2) producing a defining stream expression for each output vari-
able, and (3) translating the query to a stream expression. Finally we combine
these parts into a specification and instrument it with data streams.

Monitor queries are the starting point of synthesis. The definition is general,
allowing for a wide range of languages—so long as they allow a translation into
stream expressions. In Sect. 6 we show a concrete example.

Definition 8 (Monitor Queries). Let Q(X) denote the set of monitor queries
over variables X, and [ ] : Q(X) → E(X) a translation into stream expressions.

Let the set of variables occurring in a query q ∈ Q(X) be denoted vars(q) ⊆
X. In practice, the input to the monitor synthesis will be a query over constraints
defined in the knowledge base.

Example 2 (Oslo Fjord Digital Twin Queries). Consider as a user a marine
biologist researching Atlantic cod. She wonders whether standard assumptions
about cod habitats are valid for observed specimen. Using connectives defined in
the query language, she formulates the query codObserved=>goodCodHabitat.

Given a set of constraints C and a query q ∈ Q(C), determining the set
of input variables requires unfolding q into a constraint expression. Constraint
expressions allow for monitors that combine atomic properties into more complex
constraints. Like queries, constraint expressions must also be translatable to
stream expressions.

Definition 9 (Constraint Expressions). Let C(X) denote the set of con-
straint expressions over variables X, and L M : C(X) → E(X) a translation func-
tion from constraint expressions to stream expressions.

Constraint expressions can be encoded in a knowledge base as a directed
graph connected by the comprises-relation. For an operator c ∈ C and con-
straint expressions e, e1, e2, the sentences comprises(e, e1), comprises(e, e2)
and hasT(e, c) encode an expression e = c(e1, e2, . . .). An atomic constraint re-
lates a measurable to a constant. An indirect constraint is a reference (by name)
to another constraint. Axioms enforce that the resulting graph is acyclic; i.e., the
graph forms a tree with the starting constraint at the root and atomic properties
as its leaves.

The query and constraint languages, along with their translation mappings,
form a language instantiation used for specification synthesis.

Definition 10 (Language Instatiation). A language instantiation is a pair
of query- and constraint-languages with translation mappings L = ((Q, [ ]),
(C, L M)).
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conExprK(c) =


(Atomic c) if K |= constraintType(c, AtomicConstraint)
(Indirect p) if K |= constraintType(c, IndirectConstraint)

∧ target(c, p)
C[{conExprK(m′) | m′ ∈ Jcomprises(m,x)K}]

if K |= constraintType(c, C)

streamsK(x) =


{m | (m, s) ∈ JserviceFor(m, s)K} if x = (Atomic c)

and K |= verifies(c,m)
streamsK(conExprK(c)) if x = (Indirect c)
{streamsK(c) | c ∈ X} if x = C[X]

Fig. 3: Functions used in the synthesis.
constraintType(x, t) := hasT(x, t) ∧ subType(t, Constraint)
implementation(x, t) := implements(i, x) ∧ functionName(i, t)

parameters(c, p, v) := implements(i, c) ∧ hasParam(i, p′)
∧ paramName(p′, p) ∧ hasProp(c, p, v)

serviceFor(m, s) := observes(x,m) ∧ provides(x, s)

Fig. 4: Knowledge base queries for monitor synthesis.

The function conExpr (see Fig. 3) unfolds a constraint into an expression
over atomic properties and constraint names in C by recursively querying for
constraintType and comprises. This function communicates with a knowledge
base K using the queries shown in Fig. 4.

Example 3 (Oslo Fjord Digital Twin Constraint Expressions). Recall from Ex-
ample 1 that the knowledge base of the Oslo Fjord Digital Twin defines good cod
habitats as a conjunction of atomic properties. The properties from the query in
Example 2 get unfolded into the constraint expressions Atomic(codObserved)
and Conjunction(Atomic(codTemperature), Atomic(codSalinity)).

The function streams : C(C) →M , whereM is the set of measurables (see Fig. 3),
obtains the set of necessary input streams from these constraints, using the query
serviceFor. We derive defining expressions by applying L M from the translation
mapping L and replacing each atomic property by its implementation. Combin-
ing these steps, we construct a defining expression directly from a constraint:

streamExprLK : C conExprK−−−−−−→ C(P ∪ C) L M−−→ E(P ∪ C) (∗)−−→ E(E(I ∪ C)) µ−→ E(I ∪ C).

Here, the step (∗) replaces atomic properties with stream expressions using
implementation and parameters (Fig. 4), and P is a set of atomic properties.

Example 4 (Oslo Fjord Digital Twin Stream Expressions). The Oslo Fjord
Kdomain contains sentences mapping codTemperature to a temperature range
between 5.5 and 18 degrees and codSalinity to a maximum of 35.6, the Kimpl

knowledge base maps these to SRV expressions, and L M maps Conjunction to an
infix operator &&. The first constraint expression in Example 3 gets translated
to a stream expression as follows:
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Conjunction(Atomic codTemperature, Atomic codSalinity)

L M7−−→ codTemperature && codSalinity

µ◦(∗)7−−−→ inRange(Temp, 5.5, 18) && Sal ≤ 35.6

Finally, we obtain a stream specification. The complete set of inputs is the
union over all atomic constraints that occur in the stream expressions. The
outputs are the constraints that occur in the monitor query, plus an additional
stream ok, which is the stream used to answer the query.

Definition 11 (Stream Specification). Given a fully instantiated knowledge
base K+ with constraints C and language instantiation L = ((Q, [ ]), (C, L M)), the
synthesized stream specification specLK+(q) for a monitor query q ∈ Q(C) is the
stream specification (I,O, (ex)O) such that

I =
⋃

c∈vars(q)

{s | s ∈ streamsK+(c)} O = vars(q) ∪ {ok}

(ex)O = {ec = streamExprLK+(c) | c ∈ vars(q)} ∪ {eok = [q]}

Example 5 (Oslo Fjord Digital Twin Stream Specifications). Recall the query
codObserved=>goodCodHabitat given in Example 2. We obtain the following
stream specification from the query:

I = {Temp, Sal, CodObservation}
O = {codObserved, goodCodHabitat, ok}
ecodObserved = CodObservation

egoodCodHabitat = inRange(Temp, 5.5, 18) && Sal ≤ 35.6

eok = !codObserved||goodCodHabitat

The specification can then be instrumented by connecting to the sensor endpoints
for salinity, temperature, and cod observations.

4 Soundness of DynaMo

Synthesis is not guaranteed to succeed for all knowledge base and language in-
stantiations (Kdomain,Kmap,Ksrv,Kimpl) and (Q, [ ],C, L M). We now consider con-
sistency conditions on the instantiations that guarantee success. There are three
kinds of consistency conditions, each targeting one interaction of the interface:
Logical consistency ensures that validity and entailment queries are handled cor-
rectly, data consistency that retrieval queries are handled correctly and language
consistency that the semantics of the SRV is respected. Logical consistency cap-
tures the notion that all provided knowledge bases are logically consistent.
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∀∀∀t∈∈∈Σ+
0 . K+ |= OntologyType(t)→→→∣∣Jcorresponds(t, t′) ∧ MonitorType(t′)KK+

∣∣= 1= 1= 1 (A1)

∀∀∀p∈∈∈Σ+
0 . K+ |= AtomicProperty(p)→→→∣∣Jimplements(p, t′) ∧ Template(t′)KK+

∣∣= 1= 1= 1 (A2)

∀∀∀t, p∈∈∈Σ+
0 . K+ |= AtomicProperty(p) ∧ Template(t)→→→JQ1(t, p)KK+= 1= 1= 1 (A3)

∀∀∀l, m∈∈∈Σ+
0 . K+ |= Measurable(m)→→→∣∣JSensor(s) ∧ measures(s, m)KK+

∣∣= 1= 1= 1 (A4)

∀∀∀o, n, t, t′∈∈∈Σ+
0 . K+ |= Parameter(o) ∧ Name(n) ∧ MonitorType(t)∧∧∧

t
′∈∈∈JQ2(o, n, t)KK+→→→K+ |= corresponds(t, t′) (A5)

∀∀∀p, n, t, t′∈∈∈Σ+
0 . K+ |= Parameter(o) ∧ Name(n) ∧ MonitorType(t)∧∧∧

t
′∈∈∈JQ3(p, n, t)KK+→→→K+ |= corresponds(t, t′) (A6)

K+ ̸|≠ ∃t. comprises(t, t) (A7)
where

Q1 = implements(t, p) ∧ hasParam(t, a) ∧ hasDataProp(p, a, v)
Q2 = ∃i, c, v. Constraint(c) ∧ Template(i) ∧ implements(i, c)

∧hasParam(i, p) ∧ hasDataProp(c, n, v) ∧ hasT(v, t′)
Q3 = ∃i, c,m, s, s′. Constraint(c) ∧ Measurable(m) ∧ Sensor(s) ∧ Template(i)

∧Stream(s′) ∧ implements(i, c) ∧ verifies(c,m)
∧measures(s,m) ∧ provides(s, s′) ∧ offers(s, t′)

Fig. 5: Consistency conditions for data consistency. To clearly distinguish the
meta-logic of the conditions and the used FOL logic, the logical operators of the
meta-logic are bold and blue.

Definition 12 (Logical Consistency). Recall that K is the core knowledge
base defined in Sect. 3.1. A knowledge base instantiation (Kdomain,Kmap,Ksrv,
Kimpl) is logically consistent if Kdomain ∪ Kmap ∪ Ksrv ∪ Kimpl ∪ K is consistent.

Knowledge base queries return logical constants, so we must not only ensure
that the interpretations of Kdomain ∪Kmap ∪Ksrv ∪Kimpl ∪K are correct, but also
that the data is present for retrieval; i.e., enough constants must be introduced.
This is captured by consistency conditions on the signature and knowledge base.

Definition 13 (Data Consistency). Let (Kdomain,Kmap,Ksrv,Kimpl) be a logi-
cally consistent instantiation of a core knowledge base K, K+ = Kdomain∪Kmap∪
Ksrv∪Kimpl∪K the union of knowledge bases, and Σ+

0 the constants in the unified
signature. The instantiation is data consistent if the conditions in Fig. 5 hold.

Condition A1 ensures that for each ontology type there is exactly one monitor
type, i.e., each type provided by endpoints is uniquely mapped to a type of
the SRV language; A2 that there is exactly one SRV template for each atomic
property; A3 that constants exist for the parameters of each template; A4 that
there is a sensor for each measurable; A5 and A6 encode detailed conditions on
the existence of types; and A7 ensures that constraints are acyclic.
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For data consistent instantiations, it is possible to synthesize runtime moni-
tors with well-formedness properties.

Theorem 1 (Sound Instantiations). Let K+ be a fully instantiated knowl-
edge base and L a language instantiation. If the knowledge base instantiation
is data consistent, then for all user queries q, the synthesized stream specifica-
tion specLK+(q) (1) exists and is (2) syntactically correct, (3) well-typed and (4)
well-defined.

Proof (Point 4). The proof amounts to showing that each knowledge base query
used in Def. 11 returns an answer, i.e. that their answer sets are non-empty. For
implementation, verifies, serviceFor, we further require the answer to be
unique, i.e. the answer set is a singleton.

By Eq. (A2), there is exactly one implementation for each atomic property,
so implementation is sound. When querying parameters, we are in the atomic
property case, so Equation (A3) ensures that the appropriately named param-
eters exist. Similarly, streams queries for serviceFor only in the atomic case,
so Eq. (A4) ensures the existence of sensors at all locations. The remaining
stream queries are sound by functionality constraints.

Equations (A5) and (A6) ensure that all parameters are correctly typed,
while Equation (A7) ensures that no output stream computation relies on itself,
which guarantees well-definedness.

To ensure correctness of the synthesized monitor, we need to reason about
the SRV semantics: the translation to stream expressions must preserve the
meaning of both monitor queries and constraints. This requires both the query
and constraint language to have a semantics, and the domain to be comparable
to that of the stream expression language.

Definition 14 (Sound Mapping). Given an SRV (E, V, ε), let F be some ar-
bitrary signature with semantics εF : F (V ) → V , and [ ]F a translation function
mapping into E. The mapping [ ]F is semantically sound for εF if εF (t) = ε([t]F )
for all t ∈ F (V ).

Soundness extends to variable substitutions by first replacing variables, and
guarantees the same result whether an expression is evaluated before or after
the translation.

Given a knowledge base K mapping atomic properties P to SRV expressions
over input variables, a valuation σ : I → V assigns a value to each property by
retrieving and then evaluating the implementation. For a property p, denote this
value JpKKσ . In the statement of the following consistency theorem we will tacitly
identify this function with its lifting to Q(C(J KKσ )) : Q(C(P)) → Q(C(V )) to
de-clutter notation, and similarly for direct evaluation.

Theorem 2 (Language Consistency). Let K+ be a data-consistent fully
instantiated knowledge base, L = ((Q, [ ]), (C, L M)) a language instantiation and
εQ, εC evaluation functions for queries and constraints. If [ ], L M are semantically
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sound mappings for εQ and εC respectively, then for all queries q and valuations
σ : I → V , we have

[[[[[[specLK+(q)]]]]]](σ)(ok) = εQ

(r
J(Q(conExprK+)(q))KK

+

σ

zεC

σ

)
.

Proof (Sketch). The proof amounts to unfolding definitions and applying lan-
guage consistency. On the left-hand side, we know from Theorem 1 that the
specification exists and is well-defined. The result of applying it to σ and ok is
JeokK

ε
σ, whose expression comes from [q]. On the right-hand side, Q(conExprK+) :

Q(C) → Q(C(P)) unfolds constraint names to constraint expressions before
J KK

+

σ : Q(C(P)) → Q(C(V )) evaluates atomic properties. Finally, evaluation
functions for constraints and queries are used to evaluate the resulting expres-
sion. The initial unfolding is equivalent to the translations performed by specLK+ ,
and language consistency ensures that the evaluations agree.

5 Implementation and Practical Considerations

DynaMo integrates and builds on available knowledge bases, SRVs and frame-
works to check consistency. While SRVs are readily available, e.g. LOLA [15,18]
and TeSSLa [13], and language consistency is supported by programming lan-
guage theory, practical considerations about knowledge bases can be found in the
form of knowledge graphs [28]. We now discuss how knowledge graphs and on-
tologies enable our approach as one possible way to realize knowledge bases. For
SRV, our implementation is exemplified on a partial instantiation for TeSSLa.

Knowledge Graphs. Knowledge graphs are structures for knowledge representa-
tions with a logical interpretation as description logics [3]. In this interpretation,
a knowledge graph is a pair of (1) a set of terminological axioms that express
general knowledge, and (2) a set of assertions that express concrete knowledge
about individuals. Knowledge graphs can be implemented by a technology stack
of the RDF data model, the OWL ontology language, and the SPARQL query
language [27]. The operations needed for knowledge bases and data consistency
are provided by knowledge graphs, e.g., querying with enabled reasoning. Note
that our core knowledge base uses only binary relation symbols and can thus be
represented as a graph. Thus, the core knowledge base forms an OWL ontology.

Implementing DynaMo with knowledge graphs have some further benefits.
First, description logics are sub-logics of first-order logics where reasoning about
logical consistency is decidable [3]. Second, knowledge graphs formalize ontolo-
gies; thus, the domain and sensor knowledge bases need not be designed from
scratch, but can build on existing ontologies. Third, ontologies are supported by
methodologies for domain modeling, e.g., the linked open terms (LOT) [39] used
for the core knowledge base, and ontology mapping. Ontology matching and
alignment are tasks to (automatically) connect ontologies that overlap in the
modeled domain, but not in terminology [42]. This is exactly the work needed
to instantiate and give mapping axioms between the different knowledge bases.
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Implementation. Our implementation of DynaMo is available in auxiliary mate-
rial [1], including the core knowledge base, a synthesizer instantiated for TeSSLa
and a monitoring knowledge base for TeSSLa. The core knowledge base was
developed using best practices from ontology engineering, following the specifi-
cation and implementation steps of the LOT methodology [39]. It was scoped
and requirements formulated as competency questions [9,32]: queries the ontol-
ogy must be able to answer. These questions were used to automatically validate
the ontology whenever it was modified during development. Our core knowledge
base also profited from ontology reuse, specifically the SAREF [21] ontology and
DCAT [14] vocabulary for IoT devices for both the domain and sensor cores,
and the xsd data definitions [10]. Instantiations of the SRV knowledge base
should follow fixed ontology patterns [20], which can be automated using, e.g.,
OTTR [44] or RML [16].

The synthesizer was implemented as a command-line tool with approximately
1000 lines of Haskell. It takes a query as input and connects to a SPARQL-
endpoint to communicate with the knowledge base. The output is a TeSSLa
specification and a list of necessary input streams and their endpoint URLs.
Changing the query and SRV requires changing and recompiling the tool, but the
design is modular to facilitate this usage. When instantiating the synthesizer with
TeSSLa, the templates exposed in Ksrv constitute a library of stream functions
over floating point data, including equality checks with a given epsilon, explicit
range checks, and averaging over a variable sliding window. From this library, we
manually generate function declarations to insert correct data into the knowledge
base. When executing a monitor, Rust compiles the specification into a binary.

6 Case Study Evaluation

We present a case study to evaluate DynaMo and answer our research questions:

RQ1 Can the DynaMo method be instantiated for an existing system within
the limits of knowledge graph expressivity?

RQ2 Can the consistency conditions be practically proven for an instantiation?
RQ3 How does the synthesis of specifications and their monitoring perform?

DynaMo is instantiated with the Oslo Fjord Digital Twin as a component to
dynamically generate monitors for the living conditions of different fish species
based on knowledge about their preferred ecological niches, such as preferred
temperatures. The user asks a question about a species and selects a location in
the fjord, and the system then synthesizes a monitor to answer with live data.
For implementation details, see [1].

6.1 Instantiation

Fully instantiating DynaMo requires a monitoring query language, the mapping
knowledge bases and that we ensure consistency of the overall instantiation.
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Fig. 6: Knowledge base for the Oslo Fjord Digital Twin.

Monitoring queries q ∈ Q(XDT) are defined over the following grammar and
a variable set XDT. This variable set consists of structured variables of the form
c@l, where c is a constraint and l is a location.

q ::= x ∈ XDT | ! q | q&& q | q =⇒ q | q || q

User queries are illustrated in Fig. 7a. The extension of the synthesizer (Defs. 8
and 9) is defined in terms of a function [q]TeSSLa from queries and constraints
to TeSSLa expressions. The knowledge base for the ODT is depicted in Fig. 6.
The notion of measurables is slightly more complicated than the general case.
The ODT KB introduces locations and observables, and the measurables are
observable-location pairs signifying e.g. “the temperature at location l”. This
choice aligns with the use case for the system, and leverages location data al-
ready in the sensor KB to be used for instrumentation. The construction of the
knowledge base required collaboration with a domain expert in marine ecology
to describe the ecological niches and the food web for the targeted fish species,
such as Atlantic cod (Gadus morhua). The knowledge base is implemented as
an OWL ontology [1].

Logical consistency (Def. 12) can be checked using a standard OWL rea-
soner. Data consistency (Def. 13) is checked by a set of graph queries corre-
sponding to the consistency conditions in Fig. 5. Both are static checks that
are performed when instantiating the knowledge base. Since both propositional
logic and TeSSLa expressions have well-defined semantics we can show semantic
soundness of the translation function [ ]TeSSLa as explained in Sect. 4. In both
cases, the semantics is given by interpreting expressions over Boolean streams.

Let Iprop and ITeSSLa be the interpretation functions of propositional logic
and TeSSLa-expressions, respectively. The domain of Iprop is the set B, which is
contained in the value domain of TeSSLa by lifting to constant streams. Then for
all q ∈ Q(B) (i.e. queries without variables) we need to show following property:

Iprop(q) = ITeSSLa([q]TeSSLa).
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For constraints, the situation is only slightly more complex. We must first
define a semantics for our chosen signature C, again into Booleans. The choices
are natural: a conjunctive list is true if all of its elements are true, a disjunctive
list is true if any of its elements is true, and a negation-list is true if the negations
of all of its elements are. Let IC denote this interpretation. For all q ∈ Q(B):

IC(q) = ITeSSLa(LqMTeSSLa).

To evaluate the performance of the synthesizer and the synthesized monitors,
we consider a set of monitor queries (shown in Fig. 7a), which are competency
questions derived for the integration into the digital twin.

Q1 and Q2 represent a basic queries: will a particular species thrive in this
habitat? Q1 is unfolded to a conjunction of various preferences for codfish habi-
tats, while Q2 is atomic. Q3 shows how variations on a constraint are used
to expose a variety of related queries. Q4 and Q5 show two different ways in
which synthesized monitors can be used to investigate causal relationships. Q5
is a simple implication, asking if it is currently the case that a species thrives
in one location if it thrives in another. In Q4, we imagine a constraint that is
expensive to monitor, but a “risk”-constraint that is much cheaper. A system use
the cheap constraint to monitor risk, only dispatching the expensive constraint
to locations where a risk has been detected by the first constraint.

Synthesis of the queries in Fig. 7a is performed in less than 2 s. To evaluate
the performance of the resulting TeSSLa monitors, we compiled them with Rust,
and used synthetic data streams with varying trace length. The results are shown
in Fig. 7 with maximal memory use in Fig. 7b, and per-step time use in Fig. 7c.

6.2 Results and Discussion

We briefly summarize the answers to our research questions:
RQ1: we can confirm that it is possible to create knowledge bases and align

them with existing domain ontologies and the core knowledge base with some
expertise in ontology engineering and with input from domain experts.

RQ2: we can confirm that knowledge graphs are suited for checking logical
and data consistency using logical reasoning and graph queries. These findings
are in line with previous results on using knowledge graphs in formal methods to
provide a data interface with correctness guarantees and modeling methodologies
for domain knowledge [30,43]. The proof of language consistency requires manual
effort, but this effort can build on existing language semantics.

RQ3: in our experiments, synthesizing the runtime monitors is quick (<
2 s) and sufficient for interactive synthesis. In an online setting, there are two
important performance constraints on monitors: the time used per step must
be bounded and the memory usage must be totally bounded. The synthesized
monitors for the queries in Fig. 7a fulfill both constraints, apart from some start-
up noise for traces under ∼100 events when dealing with averaging windows.
With longer traces, the start-up time is amortized over the entire trace, resulting
in a lower per-step time when the results are averaged. Thus, the results for lower
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• Q1: Is this area a good habitat for a
particular species?
codPrefersConstraint @ location1

• Q2: Can a particular species find food
in this location?
codEatsConstraint @ location1

• Q3: Does the temperature in a given
period indicate a good habitat for cod?
codDayAvgTempConstraint @ location1
codMonthAvgTempConstraint @ location1
codYearAvgTempConstraint @ location1

• Q4: Is there a risk of an algal bloom in
a particular location?
algaeRiskConstraint @ location1,
algaePrefersConstraint @ location1

• Q5: If one location is a good habitat for
a species, is another location also?
codPrefersConstraint @ location1 =>
codPrefersConstraint @ location2

(a) Example user questions and the corre-
sponding monitor queries.

(b) Memory usage.

(c) Execution time.

Fig. 7: Averaged max memory usage (Fig. 7b) and execution time (Fig. 7c) per
step normalized over 50 executions for monitors synthesized from the queries in
Fig. 7a. The higher per-step time for short traces is caused by start-up costs.

trace lengths are more heavily affected by start-up time execution, as shown in
Fig. 7c. Q3 YEAR deals with a large time window (8760 h). Its time usage
increases as the trace grows to fill this window, but stabilizes (albeit significantly
higher than the others) once the window is consistently full.

Modeling assumptions. The main modeling assumption underlying our work is
that the knowledge base is sound with respect to the domain knowledge. This
assumption is necessary for the soundness of our approach, as it ensures that
the synthesized stream specifications are correct with respect to the domain
knowledge. In practice, the knowledge base will need to be manually constructed
by domain experts, possibly integrating existing ontologies. These experts need
to ensure that the resulting knowledge base is sound while following the structure
proposed in our work.

Remark that for applications such as a digital twin, the knowledge base may
be expected to evolve over time, as new domain knowledge is discovered or new
monitoring requirements are introduced. Therefore, it is important to ensure
that the knowledge base is regularly updated and maintained while ensuring
soundness. Our approach relies on the integration of both domain knowledge and
monitoring knowledge, which may require some additional effort to synthesize
and maintain the knowledge base.
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Observe that our soundness theorems rely on logical and data consistency.
Fortunately, checking these consistency conditions maps to tractable standard
tasks on ontologies and knowledge graphs: Logical consistency can be checked
using ontology reasoners for OWL [22], while data consistency can be checked
using shape constraint languages such as SHACL [46] or ShEx [40].

Scalability and usability. Our approach relies on the synthesis of stream specifi-
cations from knowledge bases, and the scalability and usability of our approach
may be limited by the size and complexity of the knowledge base. In practice,
the size and complexity of the knowledge base might affect the time required to
query and reason over the knowledge base, and thereby also the performance of
the synthesis process.

The usability of the approach may be limited by the expertise required to
construct and maintain the knowledge base itself. However, the underlying struc-
ture of the knowledge base allows for modularity and reuse. The knowledge base
can be constructed in a modular fashion where different modules can be reused
across different domains, as long as the domain knowledge is compatible. This
can help reduce the effort required to construct and maintain the knowledge
base, as well as improve the scalability and usability of our approach.

7 Related Work

To facilitate the development of temporal logic specifications, patterns [17] and
domain-specific languages (DSLs) [24] have been proposed. Some of these DSLs
are essentially syntactic sugar that compile into temporal logics, e.g. [4, 6, 8,
45], while others translate directly into executable monitors, such as Trace-
matches [11] and TeSSLa [13]. Further difficulty arises when deriving correct
specifications requires both domain and runtime monitoring expertise. To re-
duce the effort of repeatedly formalizing domain-specific and monitoring-specific
specifications for individual systems, domain expert knowledge can be directly
embedded into the runtime verification framework. For example, common spec-
ifications in the automotive domain have been collected in a domain-specific
TeSSLa module [19], a DSL for flight rules in the space domain [33] translates
into TraceContract [5], and an intermediate language for software engineering
requirement patterns [26] translates into TeSSLa. A different line of work seeks
to produce runtime monitors using LLMs [12] or natural language synthesis from
structured requirements [38]. Here, domain knowledge must be included in the
query and, lacking correctness guarantees, an expert needs to validate the result.

DynaMo is best positioned between the first two lines of related research, by
incorporating expertise from multiple domains. Domain experts can express their
knowledge in their own vocabulary, while monitoring experts provide monitoring
templates. In contrast to the related work, DynaMo is a general framework
that can be instantiated for different domains and different SRVs, allows reuse
both with respect to the domain and monitoring knowledge, and in which the
formalization enables correctness guarantees.
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8 Conclusion

Defining stream specifications for runtime monitoring in complex domains re-
quires both domain expertise and runtime monitoring expertise. This hampers
the use of runtime monitoring in domains that depend on agility in specifica-
tions, such as self-adaptive systems, IoT-systems and digital twins. This paper
addresses this problem by proposing DynaMo, a novel method to synthesize
stream specifications from knowledge bases. To generate sound specifications,
DynaMo extends (existing) knowledge bases for domain knowledge with mon-
itoring knowledge. Hence, our method bridges the gap between domain and
monitoring expertise, while maintaining a separation of concerns between the
runtime monitoring framework, the synthesis of stream specifications, and the
domain knowledge. We show how to prototypically implement DynaMo and
evaluate it on a case study of a digital twin for marine ecosystems. The pre-
sented work suggests a novel use of runtime monitors to interface with digital
twins, but it also paves the way for research on self-adaptive runtime monitoring
in complex domains, in which the monitoring framework itself synthesizes and
deploys new monitors triggered by the currently deployed monitors.
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