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Abstract. The advent of digital twins gives us an opportunity to re-
flect on the relationship between models and modelled systems. We may
think of digital twins not merely as models, but as systems for model
management, integration, and composition. In fact, digital twins are
model-centric systems that maintain a two-way connection between an
ecosystem of models and the modelled system, realised through streams
of observations and streams of interventions. This connection introduces
agility as the digital twin can typically both adapt its models on-the-fly
to changes in a modelled system and influence the modelled system’s
behaviour. In this paper, we discuss key concepts of digital twins from a
formal methods perspective and suggest opportunities and challenges for
formal methods in digital twin systems. In particular, we consider how
formal techniques can be integral to the digital twin, both in terms of
digital twin technology and in terms of digital twin models, as well as
notions of correctness for the digital twin itself.

1 Introduction

Today, digital twins (DTs) are subject to a fair amount of hype1 for their poten-
tial to improve efficiency and mitigate failure in a broad range of systems, during
system operation. DTs are a key concept in Industry 4.0 [10,54]; applications of
DTs are found across engineering disciplines, based on the idea of creating an
increasingly accurate “virtual replica” of a cyber-physical system to predict be-
haviour by means of sophisticated simulation techniques and a closed feedback
loop to the actual system (e.g., [15]). DTs are now increasingly found in ap-
plication domains beyond engineering, including medicine [42], healthcare [55],
energy [44], manufacturing [6,40], transportation [11], and software systems [1].

DTs are useful to explain unexpected incidents, for short-term decision-
making and for long-term strategic planning. To this aim, a DT can have the
ability to deliver different analytical services, including historical analysis (what

1 https://www.weforum.org/stories/2024/06/digital-twins-and-industrial-clusters-
are-about-to-change-the-face-of-manufacturing/
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happened in the past), descriptive analysis (what just happened), predictive
analysis (what do we expect to happen next), prescriptive/proactive analysis
(strategic planning, what can we do to change the expected behaviour), and
reactive analysis (provide an immediate response for what to do now).

DTs realise these services by enabling a target system and its models to in-
teract at runtime; e.g., models in the DT and observations from the real system
work together to drive analytical services. Conceptually, DTs represent a shift
from model-based to model-centric system design, and hence from a correctness-
preserving perspective on system construction to a correctness-adapting per-
spective on system maintenance. The models and our ability to automatically
analyse them, are integral to the target system, rather than a means to develop
this target system. Consequently, the lifetime of a DT matches the lifetime of
the actual system: we may need the ability to automatically adapt our models
when these need better alignment with observed data from the actual system,
and to analyse new or adapted models on-the-fly.

Formal methods are different techniques to mathematically specify and ver-
ify system behaviour, in which systems are modelled as mathematically defined
structures [5, 60, 61]; these methods are interesting for the strength of the guar-
antees they can provide, allowing the presence (or absence) of a particular be-
haviour to be mathematically proven for the given model. Thus, formal methods
are complementary to testing- or simulation-based analysis techniques [20]. For-
mal methods can be applied at different stages of system design. In terms of
industrial applications, formal methods have traditionally been used for safety-
critical applications, but there is an increasing uptake in other domains [5, 16].

In this paper, we argue that DTs may be of significant interest to developers
of formal methods and that DTs give us an opportunity to revisit how we think
formal models may be developed and used. We consider two perspectives on how
formal methods and DTs can come together: how formal methods can be used
as components in DTs (Sect. 3) and how formal methods can be used to analyse
DTs (Sect. 4). For each perspective, we outline some open research challenges
related to DTs and formal methods in a broad sense, and hint at how we have
started to approach these challenges in our own work.

2 What are Digital Twins?

DTs are virtual information constructs that capture the structure, context, and
behaviour of the system they are twinning, are dynamically updated with data
from the actual system, have predictive capability, and inform decisions that
realise value, according to a recent definition by the National Academy for Sci-
ence, Engineering and Medicine (NASEM) [46]. This notion of a DT puts less
weight on bidirectionality (i.e., the reactive control of a cyber-physical system)
and emphasises the tight integration between a model and the modelled system
to provide services for, e.g., analysis, diagnosis, prediction, fault detection and
strategic planning [43].
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An essential aspect of a DT is its life cycle: DTs are intended to be long-lived
systems. Often, the DT predates the target system as a design or construction
artefact that is later transformed into an operational tool, and may persist also
after the actual system has ceased to operate. It closely mimics the life cycle of
the actual system; specifically, this means that it needs to adapt its models to
changes in its environment, which can include both the actual system and the
requirements to the actual system. In fact, the user requirements to the DT may
also change over the lifetime of the DT [43]; i.e., the purpose of the DT is likely to
evolve over time. This way, the DT becomes a self-adaptive system for advanced
model management, generating and adjusting its models and determining the
analyses to be performed using these models on-the-fly.

A self-adaptive system typically consists of a managed and a managing layer,
often organised as a MAPE-K feedback loop [58], in which monitor-, analyse-,
plan- and execute-components interact with a knowledge base. The knowledge
base is often used to provide a context for the MAPE-components, capturing,
e.g., historical data, domain knowledge and requirements. While the DT can be
seen as a managing layer for its target system, self-adaptation within the DT
can be addressed by adding an additional layer of self-adaptation to capture
how the twin itself evolves over time [29], see Fig. 1. Remark that the knowledge
base may include so-called runtime models [9] that blur the distinction between
software development and execution [4], enabling introspection in support of the
self-adaptation process.

The purpose of behavioural self-adaptation in Layer 1 is to control how the
current models of the DT capture the behaviour of the actual system (thus
addressing the so-called real-to-sim or reality gap, e.g. [7, 56, 62]) and make
adjustments to the actual system if needed. In the feedback loop of Layer 1,
the monitor collects data from the sensors connected to the actual system, the
analyser assesses whether these observations of the actual system comply with
requirements, the planner determines whether changes to the actual system are
needed and the executor manipulates the actuators to influence the behaviour
of the actual system.

The purpose of structural self-adaptation in Layer 2 is to control how the DT
captures the structure and context of the actual system. In the feedback loop of
Layer 2, the analyser determines that the requirements to the actual system have
changed, that the targeted behaviour is different and that the means to achieve
this behaviour are no longer the same, leading to changes in the components of
Layer 1 of the DT, including its models.

3 Formal Methods in Digital Twins

Let us first consider how formal methods can be integrated in the analysis ser-
vices of the DT. One important aspect of this integration, is that we are dealing
with an open environment : we do not assume that the models perfectly reflect
the actual system. Instead, analysis inside the DT is data-driven; i.e., the model
configuration at a given point in time depends on the stream of observations
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Fig. 1. A two-layered self-adaptive DT architecture with MAPE-K feedback loops for
behavioural (Layer 1, gray) and architectural (Layer 2, blue) self-adaptation.

that the twin receives from the actual system. Hence, our methods need to sup-
port the dynamic configuration and composition of models reflecting the current
structure and observed state of the actual system. The DT needs a strategy for
how that should be done, depending on the analysis service it delivers.

Challenge 1 How can formal models be dynamically configured and composed?

We can understand a DT as a model management system that, driven by
streams of observations of the actual system, uses contextual information to
decide how to configure its models to deliver analysis services. We can build
on the experiences from model management systems for consistency [52], and
consider formal methods from this perspective as well. If we assume that the
contextual information is captured in its knowledge base, we can see the DT as a
model orchestrator that can compose different models. Simulation models can be
orchestrated using co-simulation algorithms [17], and dynamically deployed [19].
Similar workflows may be conceived to configure and compose heterogeneous
formal models, and their corresponding analyses. For example, BedreFlyt [35,51]
is a DT for hospital ward planning that uses incoming patient data as its stream
of observations from the ward and information about treatments stored in the
knowledge base, to dynamically configure and deploy an actor-model in ABS [28],
which outputs a stream of resource requirements reflecting day-to-day bed bay
needs for the patients in the ward. These are, together with constraints on bed
bay capacity in the ward derived from the knowledge base, used to dynamically
configure a stream of optimisation problems, which are given to Z3 [8]. The
twin’s output is a stream of bed bay allocations that can be given to the ward’s
admitting nurse. This way, the twin combines several formal methods.

Challenge 2 How can formal methods help in automatically adapting digital
twin models to life cycle changes in the target system?

We all know how challenging it can be to manually create adequate formal
models [60]. Already for standardised communication protocols, ambiguities al-
low for different behaviours, which may require different model representations;
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this suggests that incremental approaches are needed in an open world setting in
which not all behaviours are known in advance [41]. Manually modelling all these
different representations would be tedious and error-prone. Here, one interesting
direction is to explore model learning [53], a technique to automatically generate
finite state models from system traces, to automatically generate and test models
in the model ecosystem of DTs [47,57]. However, for bilateral synchronisation be-
tween the DTs and real system, the underlying models must reflect the behaviour
of the actual system. One way to address this problem can be to use techniques
from probabilistic model checking [3] to support the model management process
of the DT in selecting models based on the current environment [38].

Challenge 3 How can formal methods enhance a digital twin by providing ad-
vanced behavioural insights into its target system?

Formal methods can provide worst-case analyses as well as statistical guar-
antees not readily available with symbolic or mechanistic models. Given that the
actual system is not fully understood, or that it operates in an uncontrolled en-
vironment, it seems interesting to not only analyse stream of observations from
the actual system using expressive runtime verification techniques [39], but also
to investigate the generation of such analysis problems on-the-fly, driven by the
these stream of observations. As a step in this direction, we have explored the use
of model checking techniques over sliding window segments of event streams to
analyse how properties of learnt models evolve over time [36,37]. Another inter-
esting research direction is to use formal specifications to define input scenarios
amenable to a hypothetical (what-if) analysis; e.g., in the BedreFlyt DT, we
have used this kind of technique to analyse average case and worst-case resource
usage for bed bay allocation in a hospital ward [35].

4 Formal Methods for Digital Twins

Let us next consider formal methods for the overall DT architecture and focus
on the DT’s need to be dynamically updated, driven by data from the actual sys-
tem, i.e., its self-adaptive capabilities. Early work on formal methods to model
and analyse self-adaptive systems was surveyed by Weyns et al. [59], who re-
ports a “remarkably low” number of papers on this topic. By structuring the
configuration space of the self-adaptive system, self-adaptation has connections
to variability and especially to dynamic software product lines [18, 21] in the
sense that they provide a means to reconfigure the system between different
configurations. While software product lines have been formalised using, e.g.,
featured transition systems [13], formal methods for dynamic software product
lines have received less attention [49]. However, tools such as ProFeat [12], which
supports family-based model-checking with a feature controller that can activate
and deactivate features in the configuration space, have been used to formally
model and analyse self-adaptive systems (e.g., [48]).

Early work on the modelling and analysis of MAPE-K feedback loops essen-
tially treated the knowledge base as a shared memory between processes [2,23].



6 E. B. Johnsen et al.

However, in DTs the knowledge base tends to capture domain knowledge as
a static context, for example using knowledge graphs [22]. In this setting, we
may understand the knowledge base of a self-adaptive system such as a DT as
a system invariant; i.e., a set of properties that should hold for the system in
quiescent states during execution. However, the knowledge base of a DT can be
rather complex, especially if it includes contextual information such as domain
knowledge.

Challenge 4 How can formal methods improve guarantees for the expected be-
haviour and services of a digital twin?

While consistency between different models and components is a common
research topic in DT research [45], the notion of correctness, especially func-
tional correctness, has not been investigated in depth. We take the view that
correctness for DTs needs to relate the twin’s configuration and behaviour to
that of the actual system. However, we cannot generally assume that the actual
system is fully understood; instead it is observed through its sensor readings
and interpreted in the context of the domain knowledge. If we assume that the
knowledge base is formally represented as a set of logical formulae, correctness
can be expressed as a relation between the DT’s Layer 1 and the knowledge
base. Seen as an invariant, the knowledge base should have the current state of
the DT’s Layer 1 as a model. In our work, we have approached this problem
through semantic lifting [32], a technique to integrate the runtime state of a DT
in a knowledge base [33]. By providing a specific structure to the knowledge base
and to the operations used for self-adaptation, both correctness and quiescent
states can then be formally expressed (see, e.g., [50]).

Challenge 5 How can we reason about systems that interact with external know-
ledge bases?

In fact, little work has been done on assessing the behaviour of software that
interacts with external knowledge. We have opened a line of work on testing such
software, using mutations over knowledge graphs to evaluate the robustness of
the software using the knowledge and identifying the assumptions over the struc-
ture of the graph that are crucial for the software [25–27]. In a similar vein, we
have shown how fuzzing techniques can be used to find bugs in software for inter-
acting with knowledge graphs [24], such as logical reasoners. One may think of
these assumptions as an interface between the software and the external knowl-
edge, and we have introduced a verification system that integrates information
from the knowledge base directly into a Hoare logic [30]. Complementing this
line of work, Dubslaff et al. have developed an approach to incorporate domain
knowledge in the form of ontologies into model checking [14].

Challenge 6 How can we provide programmatic support for self-adaptation with
external knowledge bases?

While most work on self-adaptive systems fall into the “systems” category of
computer science research, it is interesting to see if more programmatic support
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can be provided for developing DTs and related software. We have explored this
problem by proposing semantically reflected programs in SMOL [31, 32]. SMOL
is a programming language specially constructed for programs that interact with
an external knowledge base. The runtime states of SMOL can be automatically
integrated in this knowledge base, to support introspection: programs can query
the knowledge base about how their runtime state relates to external knowledge,
and make runtime decisions based on that. In this way, SMOL is designed to
support DTs that use external knowledge bases [34,35]. The integration of mech-
anisms for dynamic reclassification of objects in SMOL provides programmatic
support for type-safe self-adaptation [50].

5 Conclusion

This paper argues why the emergence of DTs should be of interest to the for-
mal methods community. We claim that DTs give us an opportunity to revisit
the relationship between models and modelled systems, and explore how data-
driven and self-adaptive aspects of DTs require a dynamic way of developing
and composing models to perform on-the-fly analyses. The paper considers both
the use of formal methods to deliver analysis services inside a DT and the use
of formal methods to analyse the DT itself, and suggests a number of interest-
ing, open challenges for model development, composition and integration in the
context of DTs. These challenges touch upon model heterogeneity, correctness
for self-adaptive systems such as DTs, and interaction with external knowledge
such as formalised domain expertise. Admittedly, we are barely scratching the
surface by indicating these specific challenges, with a focus on methodology, at
the intersection of formal methods and DTs. We have concretised each challenge
by indicating a direction of research in our own work. We believe there is a huge
potential here that deserves more attention from the formal methods community.
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