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ABSTRACT

Delta-oriented programming is a modular, yet flexible tech-
nique to implement software product lines. To efficiently
verify the specifications of all possible product variants of
a product line, it is usually infeasible to generate all prod-
uct variants and to verify them individually. To counter
this problem, we propose a transformational proof system in
which the specifications in a delta module describe changes
to previous specifications. Our approach allows each delta
module to be verified in isolation, based on symbolic as-
sumptions for calls to methods which may be in other delta
modules. When product variants are generated from delta
modules, these assumptions are instantiated by the actual
guarantees of the methods in the considered product variant
and used to derive the specifications of this product variant.

Categories and Subject Descriptors

D.1.5 [Programming Techniques|: Object-oriented Pro-
gramming; D.3.3 [Programming Languages|: Language
Constructs and Features

General Terms
Design, Languages, Theory
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1. INTRODUCTION

Diversity is prevalent in modern software systems in or-
der to meet different customer requirements and application
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contexts [20]. A software product line (SPL) realizes this
diversity by providing a range of product variants. Formal
modeling and verification of SPLs have attracted consider-
able interest recently [6,9,13,22]. Given the combinatorial
explosion in the number of possible product variants, effi-
cient verification techniques for SPLs are essential. For ver-
ification techniques to scale, they have to be modular in the
artifacts reused to build the different variants of the SPL.
This paper focuses on the verification of behavioral spec-
ifications for delta-oriented programming (DOP) [18,19]. A
DOP SPL is realized by a set of delta modules (deltas, for
short) encapsulating modifications to OO programs. Deltas
may add or remove classes or modify classes by adding or re-
moving methods and fields or by wrapping methods. A par-
ticular program variant is obtained by applying a selected
set of deltas to the empty program in a given order. For
verification to scale, each delta should be verified in isola-
tion and the verification results reused for different product
variants in the same way as the delta for their generation.
The challenge to realize this approach is that deltas are not
self-contained and may comprise calls to methods defined
in or modified by other deltas. Previous work [15] imposed
very strong restrictions on how methods could be modified
by deltas to achieve a compositional verification principle.
This paper proposes a different approach by developing
a novel transformational proof system for DOP, which re-
laxes these restrictions but still allows modular verification
of deltas. The methods of each delta are verified in isolation
using symbolic assumptions on methods that are not con-
tained in the delta itself, e.g., calls to the original version of
a method or methods introduced or modified by other deltas.
When deriving product variants by delta application, these
assumptions are instantiated with the guarantees of the ac-
tual methods contained in the generated product variant.
Then, the actual products are verified based on the specifi-
cations already established for the used deltas. The goal of
the verification process at the level of the product variant
is to guarantee that the derived specifications are mutually
consistent; i.e., the derived specifications are strong enough
to guarantee the symbolic assumptions after instantiation.
The paper presents the proposed proof system by an ex-
ample of the verification of an SPL. The example is written
in DELTAJ [8,18,19], a DOP language based on JAVA which
is currently being developed. Sect. 2 explains DOP and in-
troduces the programming language we use in this paper.
Sect. 3 introduces the running example of the paper. Sect. 4



CD == class C {FD; MD} classes
FD = Nf=c fields
N = C | int | boolean nominal types
MD = Nm(Nx){Ny; S;returne;} methods
s = w=rhs|if(e)selses | {5;} statements
w = f | y assignable variables
rhs = m(e)|v.m(é) | newC()|e  assignment rhs
’ original(e)
v = f ‘ X ’ y variables

Figure 1: Syntax for classes (C € class names; f €
field names; c¢ € constants (including null); m €
method names; x € method parameter names; y €
method local variable names; e € side effect free ex-
pressions over variables v, this and constants).

presents the specification language for deltas and Sect. 5 ex-
plains the transformational proof system. Sect. 6 discusses
related work and Sect. 7 concludes the paper.

2. A LANGUAGE FOR DOP

For the purposes of this paper, we consider a fragment
of DELTAJ [8] which highlights the specific features of DOP
from a reasoning perspective. To simplify the presentation
the class/method/field removal operations of DELTAJ deltas
are not considered. Also many standard language features
are omitted; e.g., subclassing is not included to put focus on
deltas as the only code reuse mechanism in this paper.

Implementing Single Products. Single products are im-
plemented in a simple subset of JAvA (see Figure 1). A
class definition class C {FD; MD} consists of its name C, a
list of field definitions FD and a list of method definitions MD.
(We use the overline notation for possibly empty sequences.)
All fields are private and all methods are public. Each class
is assumed to have an implicit constructor that initializes
each field to the value specified in the definition of the field.
Sequences of named elements (field, method or parameter
names, field, method or class definitions,...) are assumed
to contain no duplicate names.

A program is essentially a class table CT which maps class
names to class definitions. We assume that CT satisfies the
following sanity conditions: (i) CT(C) = class C ... for every
C € dom(CT); and (%) for every class name C (except library
classes, including Object) appearing anywhere in CT, we
have C € dom(CT).

A class definition CD maps field and method names to
field and method definitions. We let a range over field and
method names and AD over field and method definitions.

Deltas and Product Generation. Figure 2 shows the ab-
stract syntax of deltas of the considered DOP language. A
delta definition DD has a name ¢ and a list of class operations
CO. A class operation CO specifies the addition of a new class
or the modification of a named class C as a sequence of at-
tribute operations AO, defining modifications of methods and
additions of fields and methods. A class-modify operation
CO maps field and method names to attribute operations. A
method-modify operation either replaces the method body
or wraps the existing method using the original construct.
In both cases, the modified method must have the same
header as the unmodified method. The call original(g),

DD delta § {CO} deltas

CO == addscCD | modifies C { A0} class operations

AO adds FD attribute operations
| adds MD { modifies MD

Figure 2: Syntax for deltas.

which may only occur in the body of the method MD pro-
vided by a method-modify operation modifies MD, expresses
a call to the method with the same name before the modi-
fications and is bound when the product is generated.

A delta § may be seen as a mapping from class names to
class operations. A delta is applicable to a class table CT if
each class to be modified exists and, for every class-modify
operation, each method to be modified exists and has the
same header as in the method-modify operation; and if each
class, method, or field to be added does not exist.

Given a delta § and a class table CT such that § is applica-
ble to CT, the application of § to CT, denoted by APPLY (4, CT),
is the class table CT’ defined as follows:

{ cr(c)
CT/(C) =4 CD

APPLY(6(C),CT(C))

if ¢ ¢ dom(9)
if §(C) = adds cD
if §(C) = modifiesC---

where APPLY(6(C), CT(C)), the application of the class-modify
operation §(C) = CO to the class definition CT(C) = CD, is
the class definition CD’ defined as follows:

AD if co(a) = adds AD
MD[a$d/original] if CO(a) = modifies MD
Aa(Ax)MB if a = m3$6 for some m such that:
CO(m) = modifies MD,
original € MD and
CD(m) = Am(AX)MB
cp(a) if a € dom(CO) and a #m$---
for some m such that
(co(m) = modifies MD
and original ¢ MD)

cp(a) =

The semantics of the original construct is modeled by the
second, third, and fourth cases of the definition of CD’. In
the second case the modified method is obtained by replacing
each call to original in the old method definition by a call
to a$d, where a is the name of the modified method, $ is a
special character that is assumed to not occur in the names
introduced by the programmer, and § is the name of the
delta containing the method-modify operation. In the third
case the definition MD of a method m supplied by a method-
modify operation contains a call to original, and a new
method m$4 is introduced with the same body as the original
method m. The fourth case ensures that, for each method m
that is modified without using the original construct, the
auxiliary methods m$--- introduced by previously applied
deltas are removed.

Implementing Product Lines. Let ¢ and 1 range over fea-
ture names. A delta table DT maps delta names to delta def-
initions. A DELTAJ SPL is a 5-tuple L = ({g}, ®,DT, A, 1)
consisting of: () the set of the features {¢} = {¢1,...,¥n}
(n > 1) of the SPL; (ii) the set of the valid feature config-
urations ® C P({®}); (i) a delta table DT containing the
deltas; (i) a mapping A : ® — P(dom(DT)) determining
for which feature configurations a delta must be applied;



Bank Account SPL

Figure 3: Feature Model of the Bank Account SPL

and (v) a total order II of dom(DT), describing the appli-
cation order of the deltas. The ordering captures semantic
requires-relations that are necessary for the applicability of
the deltas.

The delta table DT represents the code base, while the 4-
tuple ({@}, ®, A, II) represents the product line declaration
which creates the connection to the product line variability
specified in terms of product features.

The application order II defines a product generation map-
ping, that is, a partial mapping from each feature configu-
ration {#} in ® to the class table of the product that is
obtained by applying the deltas in A({¢}) to the empty
class table according to the application order. The product
generation mapping can be partial since a non-applicable
delta may be encountered during product generation, such
that the resulting product is undefined. The products gen-
erated by the product generation mapping are the products
of the product line 1. We write CTigy to denote the class

table generated for the feature configuration {¢}.

A DELTAJ product line is well-formed if its product gen-
eration mapping is total and all its products are well-typed
JAVA programs. The DELTAJ type system, formalized for the
minimal core calculus IFAJ (IMPERATIVE FEATHERWEIGHT
DELTA JAVA) [19], guarantees that every well-typed DELTAJ
product line is well-formed. In the sequel, we only consider
well-formed DELTAJ product lines. For the purpose of this
paper we consider one application order for each product-
line declaration. We refer to [19] for a more general under-
standing of application orders.

3. A BANK ACCOUNT PRODUCT LINE

The proposed approach to verifying DOP product lines is
illustrated by an example of a simple Bank Account prod-
uct line. Figure 3 depicts the feature model of the product
line as a feature diagram. Here, only the feature Base is
mandatory, while all other features are optional. Listing 1
shows a delta-oriented product line declaration for the Bank
Account product line. The valid feature configurations &
are specified by means of a propositional constraint over the
set of features (see, e.g., [5]). In the example the propo-
sitional formula consists of the propositional variable Base,
which represents the valid feature configurations described
by the feature diagram in Figure 3, i.e., the 8 (= 2%) feature
configurations in P({Base, Limit, Log, Fee}) that contain the
feature Base. The total order II is defined by writing the
deltas in a sequence, where each delta in the sequence is en-
closed by [...]. The mapping A is described by attaching
to each delta (by means of a when clause) a propositional
constraint over the set of features specifying for which fea-
ture configurations the delta has to be applied. Since only
feature configurations that are valid according to the fea-
ture model are used for product generation, the application
conditions are understood as a conjunction with the formula
describing the set of valid feature configurations. Listing 2
shows the code base for the Bank Account product line (se-

features Base, Limit, Log, Fee
configurations Base
deltas

[ DBase |

[ DLimit when Limit ]
[ DLog when Log ]

[ DFee when Fee |

Listing 1: Declaration of the Bank Account SPL

3

quence append is denoted by ++ and “Ny = rhs;” is short
for “Ny;y = rhs;”). Listing 3 shows the product generated
when all the features are selected.

4. SPECIFICATION OF DELTAS

This section considers the specification of delta-oriented
programs in a Hoare logic style [16], adapted to the object-
oriented setting; in particular, de Boer’s technique using
sequences in assertions addresses the issue of object cre-
ation [11]. Let A+ {p}s{q} denote that the triple {p}s{q}
can be derived in Hoare logic from the axioms A. Triples
{p}s{q} have a standard partial correctness semantics [2,3];
If 5 is executed in a state where the precondition p holds and
the execution terminates, then the postcondition g holds, af-
ter 5 has terminated. Pre- and postconditions are assertions
of type boolean, expressed in an assertion language.

4.1 The Assertion Language

We consider an assertion language defined by

ax=v|z|ulop(@)]ao

vi=this | result| ...

uz=P|Q] ...

ou=¢| [vo,...,v; := ao,...,a;] (where 0 < 1)

Assertions a are program variables v, logical variables z, un-
interpreted assertions w, expressions op(a) which apply an
operator op to a list of assertions, and the application ac
of a substitution o to an assertion a. In the assertion lan-
guage, the program variables v of Fig. 1 are extended with
this and result (avoiding name capture), which are used
for the identity of the current object and the return value
of the current method. We let w range over the assignable
variables, i.e., the program’s fields and local variables. (Al-
though null, booleans and integers are technically modelled
by 0-ary operator application, op(), in the examples we will
for convenience write null, true, false, 0, 1, 2, etc.)
Uninterpreted assertions u play the role of placeholders in
symbolic assumptions, and represent the pre- and postcondi-
tions of methods where the exact specifications are unknown
(e.g., to the specifications of original calls in method redefi-
nition). Uninterpreted assertions are conventionally capital-
ized. Remark that we use the assertion v € @ to express that
the uninterpreted assertion ) may not refer to a variable v.
A concrete assertion contains no uninterpreted assertions.
Substitutions ¢ bind program variables v to assertions a.
Denote by e the empty substitution, by [v := a] the sub-

stitution which binds v to a, by [vo,...,v; 1= ao,...,a]
the substitution [vo := ao]...[vi := a;] (for 0 < ¢), and
by dom(c) the variables bound in o (so dom([vo,...,v; :=

ag, - . -,ai]) = {vo,...,v;}). We define the application of a
substitution to a variable in its domain in the standard way:
[vo, ...,V :==ag,...,a;](v;) = a; for 0 < j < i. The appli-
cation of a substitution to an assertion is defined over the




delta DBase {
adds class Account {
int bal = 0; // the balance
boolean update(int x) {
bal = bal + x; return true;
}
boolean deposit(int x){ // for increasing the balance
boolean b = false; if (x >=0) { b = update(x); } return b;
}
boolean withdraw(int x){ // for decreasing the balance
boolean b = false; if (x >=0) { b = update(—x); } return b;
¥
¥

}
delta DLimit {
modifies Account {
adds int limit = 0;
modifies boolean update(int x) {
boolean b = false; if (bal+x > limit) { b = original(x); }
return b;
}
}

¥
delta DLog {
modifies Account {
adds Seq[int]= empty;
modifies boolean update(int x) {
boolean b=original(x); if (b) { log = log++x; }
return b;
}
}

¥
delta DFee {

modifies Account {
adds int fee = 1;
modifies boolean update(int x) {
boolean b;
if (x<0) { b = original(x—fee); }
else { b = original(x); }
return b
}
}

)

}

class Account {

int bal = 0; // the balance

int limit = 0;

Seq[int]= empty;

int fee = 1;

boolean update$DLimit(int x) {
bal = bal 4+ x; return true;

}

boolean update$DLog(int x) {
boolean b = false;
if (bal+x > limit) { b = update$DLimit(x); }
return b;

}

boolean update$DFee(int x) {
boolean b=update$DLog(x); if (b) { log = log++x; }
return b;

}

boolean update(int x) {
boolean b;
if (x<0) { b= update$DFee(x—fee); }
else { b = update$DFee(x); }
return b;

boolean deposit(int x){
boolean b = false; if (x >=0) { b = update(x); } return b;
}
boolean withdraw(int x){
boolean b = false; if (x >=0) { b = update(—x); } return b;
}
}

Listing 2: Code base of the Bank Account SPL

structure of assertions as follows:

o(v) ifv € dom(o)
v if v & dom(o)
op(ai,...,an)o=o0p(a1o,...,an0).

Vo=

Observe that substitutions applied to uninterpreted asser-
tions Po and Qo cannot be reduced before P and @ have
been instantiated in the inference system. For assertions
a and p and an uninterpreted assertion P, the assertion in-
stantiation <<a)>1}:7 which replaces each P in a by p, is defined
inductively by:

(P =p
(u)y=u ifu # P

(ao)y =(a), o
4.2 Annotated Deltas

The contract of a method N m(Nx){Ny; S;return e;}
is a set S of assertion pairs (p,q) such that: (i) the as-
sertion p does not contain result and local variables; (1)
the assertion ¢ does not contain local variables; and (i)
R F {p} Ny; s;return e{q} holds for all (p,q) € S, where
the set R of axioms annotates the method calls in s with
sets of required contracts. If n : {(p,q)} U R € R for some
method n, then we can infer

<<a>>5:a1'fa€v | z
{op(ar,...,an))y
= op({{ar)y - (and)y)

R {p[z :=¢]} w=n(e) {¢[z, result =€ w]}.

Listing 3: Product with features Base, Limit, Log and Fee

We call the pair (S,R), written guar S req R, a specifi-
cation of m. A specification (S, R) of m reflects proof out-
lines [17] for the method body of m for all (p, ¢) € S with the
same annotations R for auxiliary calls in all the proof out-
lines. Assertion pairs ap, requirements regq, specifications
sp, and annotated method definitions AMD have the syntax

ap :=(a,a) | readonly f
req:=m: {ap}

sp :=guar {ap} req {req}
AMD ::=MD sp

In ap, readonly f expresses that the fields f are not in
the write-set of a given method; i.e., if a method with body
{Ny; s;return e; } has the property readonly f, this im-
plies {f ==z} 5 {f == %} for some logical variables Z.

In an annotated delta, all method declarations contained
in a method add or modify operation are annotated. For
annotated methods MDSp, we extend APPLY (cf. Sect. 2)
such that each requirement original : {2p} in Sp is replaced
by m$6 : {ap} when original calls in MD are replaced by m$4.
Guarantees, requirements, and specifications are concrete if
their assertions are concrete.

Specifying Deltas of Bank Account SPL. Listing 4 gives
specifications for the methods defined in Listing 2. Primed
variables are logical, and used to fix the initial values of
variables; e.g., for update in DBase, the guarantee (bal==
bal’, result A bal ==bal’ +x) expresses that the method
returns true and that the final value of bal equals the initial
value plus the argument . We provide two specifications for
deposit. If x <0, the guarantee expresses that deposit
returns false and the balance is not modified. Otherwise,
the guarantee is expressed using the uninterpreted require-
ment (P, @) on the call to update. This requirement reflects
that the actual implementation of update is not known in
DBase. Especially, the update method found in DBase




Specifications of delta DBase:
update: guar {(bal==bal’, result A bal==bal’+x)}
deposit: guar {(z <0 A bal==bal’, ~result A bal==bal’)}
guar {(P Ax22>0,Q)} req {update: (P,Q)}
withdraw: guar {(z <0 A bal==bal’, —result A bal==bal’)}
guar {(z>0A Plz:=—=z], Qz:=—=z])}
req {update: {(P,Q)}}

Specifications of delta DLimit:

update: guar {readonly limit} req {original: {readonly limit}}
guar {(bal==bal’ A bal+z < limit, ~result A bal==bal’)}
guar {(bal+z>limit A P,Q)} req {original: {(P,Q)}}

Specification of delta Dlog:
update: guar {(P A log==log’, Q A (result = log==log’++x)
A (—result = log==log’))}
req {original: {(P,Q A log ¢ Q), readonly log}}

Specifications of delta DFee:
update: guar {readonly fee} req {original: {readonly fee}}
guar {(z<0 A Plzi=z—fee], Qz:=2—fee]), (x>0 A P, Q)}
req {original: {(P,Q), readonly fee}

Listing 4: Specifications for the deltas given in Listing 2.
For each added or modified method in a delta, we list the
associated specifications.

may be modified by delta applications in a final product.
Still, this specification technique facilitates local and com-
positional reasoning. The specification may be locally veri-
fied, e.g., by supplying a proof outline for the method body.
Different product specifications can be constructed by in-
stantiating P and @): The guarantee for deposit follows by
transformation when P and @ are known. The remaining
methods in Listing 4 are similarly specified in terms of unin-
terpreted requirements. Requirements for original calls are
uninterpreted, since these calls are bound depending on the
selected features in the different products. A specification
guar {readonly f} req {m : {readonly f£}} expresses a
read-only guarantee for the field £, assuming that method m
only reads f.

S. VERIFICATION

From the perspective of deductive verification, the chal-
lenge of delta-oriented programming is to find a composi-
tional way to verify deltas, independent of how they are
assembled into products. The problem is due to the fact
that the exact definition of auxiliary methods is not known
before the product is assembled. Even methods defined in
the same delta may be redefined in the final product. In par-
ticular, calls to original may be used to chain redefinitions
of a method through the modify operations of a number of
deltas in the final product (see Listing 3).

To avoid introducing restrictive behavioral constraints on
method operations, we distinguish the local reasoning about
deltas from the global reasoning about assembled products.
In our approach a delta is a transformer of method specifica-
tions, which takes assumptions about the underlying meth-
ods and produces specifications for the methods defined in
that delta. For this purpose, uninterpreted assertions are
used in the delta specifications as placeholders for unknown
assumptions related to auxiliary method calls and original.
At the level of a delta, the verification process consists of
checking the correctness of a method operation as a modifier
of the specifications of the original method, relative to as-
sumed specifications of the auxiliary calls. When a product
has been assembled so the total order of deltas is known,

the product verification consists of applying the specifica-
tion transformations and checking assumed specifications of
auxiliary methods.

5.1 Local Reasoning in Deltas

This section considers the local reasoning in deltas. For a
specification guar {ap} req {Teq} of some method m, the
goal of the local verification process is to provide a proof for
each guarantee in ap, assuming that requirements in Teq are
satisfied. We assume a standard Hoare Logic, adjusted to
uninterpreted assertions as explained below. Rules for ob-
ject creation, conditionals, and sequential composition are
standard. The statement return e is treated as the assign-
ment result = e, and we reason about assignments by
{a[w:=€]} w=e {a}.

Method calls cannot generally be resolved by the given
local specifications of these methods, since methods may be
modified (cf. Sect. 4). Uninterpreted assertions (P, Q) are
used as placeholders when the exact pre- and postcondition
of the called method are unknown. Under the assumption
that m satisfies (P, Q), we may reason about calls to m by

{P[z:=¢€]} w=m(e) {Q[T, result :=¢€, w|} (1)

where T are the formal parameters of m.

If m additionally has the guarantee readonly f, we may
strengthen any guarantees (p,q) of m to (p A £ ==2z,q A
£ ==z) for some fresh logical variable z. Remark that the
call may be of the form original(€), where the signature
for original is the same as the signature of the currently
analyzed method. Assuming that original satisfies (P, Q),
we may then use triple (1) to reason about calls to original.

Reasoning about remote method calls is handled by unin-
terpreted assertions in a corresponding manner:

{P[Z,this:=¢€,v]} w=v.m(€) @)
{Q[z,this, result:=¢,v,w]}

assuming that the remote method m satisfies (P, @), and T
are the formal parameters of m.

Adaptation. Since we deal with sets of assertion pairs, we
use an adaptation rule adjusted to this setting: From a set
of assertion pairs (p;, ¢;), we may for any assertion a derive
an assertion pair with exactly a as postcondition:

(Va . /\ (VZi . pi = q;[W := 1)) = a[w := 1), a)

(3

where w are fresh, Z; the logical variables in (p;, ¢;), and w
variables which may be updated by the method. We assume
that these variables can be statically determined, which is
ensured when adaptation is applied at the product level.

Verifying the Deltas of Bank Account SPL. We consider
the specifications in Listing 4 of Sect. 4.2. The methods
can be verified locally by standard reasoning, assuming the
readonly requirements and that original calls are deco-
rated with assumptions according to Equation 1. The veri-
fication of update in DBase is straightforward since there
are no calls in the body. Verification details for update in
DLimit, DLog, and DFee are shown in Fig. 4.

The verification of deposit and withdraw follows the
same pattern as outlined in Fig. 4. For withdraw, the
requirement (P, Q) on update leads to the decorated call
{P[z:=—z]} b=update (-x) {Qz, result:=—z,b]}, and
the method guarantee then follows. The call in deposit



DLimit:

{bal+z < limit A bal==bal’}
Bool b = false; |{bal+z < limit A bal==bal’ A —b}
if (bal+x>1limit) {b=original (x)};
{bal+z < limit A bal==bal’ A —b}

return b; {—-result A bal==bal’}

{bal+x > limit A P} Bool b = false;
{bal+z > limit A P A =b} if (bal+x > limit) {
{Q[result:=b]} };
{Q}

{P} b=original (x)

{Q[result:=b]} return b;
DLog:
{P A log==log'}
b=original (x); {Q[result:=b] A log==log’}
if b { {Q[result:=b] A log==log’ A b}

log = log++x; {Q[result:=b] A log==log’++x A b}
}; {Q[result:=b] A (b = log==log’++x)

A (=b = log==log’)} return b;

{Q A (result = log==log’++z)

A (—result = log==log’)}

DFee:

{z <0 A Plz:=x— fee]}

{ {P[z:=z—fee]}

{Qlz, result : =z — fee, b|}

} else { b=original (x)}

if (x<0)

b=original (x—fee)

{Q[z, result :=x— fee, b]} return b;

{Qlz:=z—fee]}

{x>0A P} if (x<0) { b = original (x—fee)}

else { {#>0A P} b-original (x) {Q[result:=b]} };

{@}

Figure 4: Verification details for the update method
in the different deltas.

{Q[result:=b]} return b;

is decorated by {P} b=update (x) {Q[result:=b]}, and
the verification of the guarantee is then straightforward.

Remark that all specifications in Listing 4 satisfy the guar-
antee (bal==bal’,—result = bal==bal’), expressing that
the balance is not modified if a method returns false. Since
this guarantee is maintained by all methods, it holds in any
product of the product line.

5.2 Verifying Mutual Consistency in Products

This section considers the analysis of products CT 7, , con-
structed by applying a sequence of deltas to an initially
empty class table. Assuming that all method specifications
have been verified in their deltas, the overall goal of the
product verification phase is to arrive at concrete method
specifications that are mutually consistent. A product has
mutually consistent method specifications if each assump-
tion introduced in a method call holds for the implementa-
tion to which the call binds in the product variant.

In a product, all original calls have been replaced by
calls of the form m$5, where m$d is defined in the current
class, each call m(€) or v.m(€) has a unique binding, and all
available fields can be determined. Thus, all method names
in a product variant are unique, and may be of the form m$4.

Assume that p;, ¢;, 7 and s (for 1 < i < j) are all concrete
such that each (p;, ¢;) is a guarantee for m, and (r, s) is a re-
quirement imposed by some call to m. Formally, consistency
can be checked by adapting (p:,¢:) to the postcondition s,
and ensure that the resulting precondition follows from r:

r= (Vu . /\(VZ . pi = qi[w:=1]) = s[w:=u]) (3)
K3
where w are variables which may be modified by m. We
discharge the requirement m : (r, s) if this implication holds.
A requirement n : {readonly f} is discharged by static
analysis of the product code, ensuring that £ is not written
to in n or in methods called by n.
To obtain mutually consistent specifications, all uninter-
preted assertions in the delta specifications must be instan-
tiated. Consider a method n with the specification

guar {(p,q)} req {m: (P,Q)}

where p may contain P and ¢ may contain ), and assume
that m has the guarantees (p;,q;), for 1 < ¢ < j. We may
derive j specifications for n by instantiating (P, Q) to each
(ps, @), arriving at the transformed guarantees ({(p));., ()<
for n. Even though such transformations can be done au-
tomatically, user guidance may be needed in order to find
concrete assertions for P and @ such that consistency is
ensured; e.g., m and n may be mutually recursive with un-
interpreted requirements on the recursive calls. If (p;,q;)
are concrete, the above transformation ensures Equation 3
by construction. This is the case for the example in this
paper: Uninterpreted assertions are always instantiated to
concrete assertions. If all requirements for (p;, ¢;) have been
discharged, there are no requirements left to discharge for
((p)E, (a)$). If the instantiation reduces the precondition
to false, the specification may be discarded since (false, q) is
trivial. This situation is illustrated in the example below.

Verifying Products of the Bank Account SPL. We con-
sider products which combine deltas in Listing 2, and focus
on specifications with uninterpreted requirements.

Product CT(pase}. We first consider the product consist-
ing of only the mandatory feature Base. The local calls to
update are bound to the implementation found in delta
DBase, which satisfies (bal==bal’, result A bal==bal'+x).
Guarantees for deposit and withdraw are derived by in-
stantiating the uninterpreted requirements (P, Q) with this
guarantee. Thus, we instantiate P to bal==bal’ and Q to
result A bal==bal’ +z. Remark that z is substituted by
—x in the guarantee for withdraw, and we then arrive at
the following guarantees for this product:

deposit: (bal==bal’ Az>0,result A bal==bal'+z)
withdraw: (bal==bal’ A x>0, result A bal==bal’—1)

Product CT{Base,Fee}- In this product, the call to update
binds to the implementation found in delta DFee. The orig-
inal call, renamed to updateS$DFee, binds to update in
delta DBase. Guarantees for the update method in this
product are generated by instantiating the two specifications
in DFee with the guarantee from DBase:

(z <0 A bal==bal’, result A bal==bal’+z— fee)
(x>0 A bal==bal’, result A bal==bal’'+1)

Guarantees for deposit and withdraw can be derived by
plugging these guarantees into the specifications in Listing 4.

)



For deposit we then obtain the following two guarantees:

(z <0 A bal==bal’ AN £>0,result A bal==bal’+z— fee)
(x>0 A bal==bal’, result A bal==bal'+z)

The first guarantee is ignored since the precondition is al-
ways false and the second ensures that no fee is charged. For
withdraw, the instantiation produces the guarantees:

(z>0 A bal==bal’, result A bal==bal'—z— fee)
(z==0 A bal==bal’, result A bal==bal’)

Thus, withdraw returns true if x is 0, and no fee is charged.
Product CT{pase,i0g}- Similar to product CTpase,Fee}, the
following guarantees for the product CT(gase,Log} are derived:
update: (log==log’ A bal==bal’,
result A bal==bal’+x A log==log’ ++x)
deposit: (log==log’ A bal==bal" A x>0,
result A bal==bal’+z A log==log' ++1)
withdraw: (log==log’ A bal==bal’ A x>0,
result A bal==bal’' —x A log==log’++(—x))
The assertion bal==sum(log) expresses a relation between
bal and log, where sum(e) £ 0 and sum(a++x) 2 sum(a)tz.
By adapting the guarantee for deposit to the postcondition
bal==sum(log), we arrive at the precondition

Yup,up . (Ybal', log’ . (bal==bal’ A log==log’ A x>0) =
result Aup==bal’+x A u ==log’++x) = up ==sum(u;)

which follows from x>0 A bal==sum(log). We observe that
the guarantee (x <0 A bal==sum(log), bal==sum(log)) can
be trivially verified for the implementation of deposit. For
this product, deposit thereby satisfies the guarantee

(bal==sum(log), bal==sum(log)). (4)

Method withdraw satisfies (4) by a similar argument.

Product CT {gase,Limit,Log) - 1f the deltas DLimit and DBase
are applied, we have the following guarantees for update in
the pI'OdU.Ct CT{Base,Limit}:

(bal==bal’ A bal+z <limit,—result A bal==bal’)
(bal==bal’ A bal+x > limit, result A bal==bal’+z)

Instantiating the specification in DLog with these guarantees
yields guarantees for update in product CT {Base, Limit,Log} -

(log==log’ A bal==bal’ A bal+x < limit,
—result A bal==bal’ A log==log")

(log==log’ A bal==bal’ A bal+x > limit,
result A bal==bal’+x A log==log’++x)

Observe that if we modify the product line declaration in
Listing 1 by switching the application order of deltas DLimit
and DLog, generating the product CT%BaSS’Limit’LOg}, we obtain
the same two guarantees when adding the trivial guarantee
(bal—x < limit A log==log’, log==log’) for update in delta
DLimit. Thus, the deltas DLimit and DLog can be applied
in any order (after DBase) without affecting the guarantees
of the resulting product. Especially, the resulting guaran-
tees for deposit and withdraw are the same. As above,
we can prove that guarantee (4) is satisfied in this product.

Product CT{Base,Log,Fee}- FOT CT{Base,Log,Fec} and the vari-
ant with the opposite application order for DLog and DFee
CT/Base,Log,Fee}» We get the following guarantees for update:

CT{Base,Log,Fee} :
(bal==bal’ A log==log’ N <0,

result A bal==bal'+x — fee A log==log’++(x— fee))
(bal==bal’ A log==log’ N >0,

result A bal==bal’+x A log==log’ ++x)

CT{[Base,Log,Fee} :
(bal==bal’ A log==log’ N <0,

result A bal==bal’+z— fee A log==log' ++x)
(bal==bal’ A log==log’ N >0,

result A bal==bal'+x A log==log’++x)

Thus, CT (Base,Log Fee} Satisfies guarantee (4), but CTpaee | og,Fee}
does not, since the fee is not recorded in the log if x < 0. The
application order of deltas DLog and DFee is not arbitrary.

Product CT {Base, Limit,Log, Fee} - FOT this product, which can be
found in Listing 3, we can prove that the methods deposit
and withdraw satisfy the guarantee:

(bal==sum(log) A bal> limit, bal==sum(log) A bal> limit)

6. RELATED WORK

Product line analysis techniques can be classified in three
main categories [21]. First, product-based analyses consider
each product variant separately. Product-based analyses
can use any standard analysis technique for single products.
These analyses work well when a relatively small number
of products are generated (as it happens in many practical
cases), but are in general infeasible when an exponential (in
the number of features) number of products are generated.
Second, family-based analysis checks the complete code base
of the product line in a single run to obtain a result about all
possible variants. Family-based product line analyses, which
rely on a monolithic model of the product line, are currently
used for type checking [1,12] and model checking [4, 10]
of product lines. Third, feature-based analysis considers
the building blocks of the different product variants (the
deltas in DOP) in isolation to derive results on all vari-
ants. Feature-based analyses usually only work for feature-
compositional properties, such as syntax checking, or require
a final product-based or family-based analysis phase in ad-
dition to the feature-based analysis phase. For instance, in
compositional type checking [19], the feature-oriented phase
generates constraints for every delta in isolation and the
product-based phase checks these constraints for every pos-
sible product. For deductive verification of behavioral prod-
uct properties, there are product-based, feature-based and
combinations of product- and feature-based analyses.

The first group of approaches constructs proofs for pro-
gram properties from (partial) proofs for single program fea-
tures. In [6], proofs for single language features are incre-
mentally constructed by a feature-based proof technique for
type soundness of language extensions. In [13], Coq proofs
for the soundness of a small compiler are composed feature-
wise using explicit variation points. Composition scripts are
built by hand, and it is not clear whether the technique
applies to functional verification of general programs and
properties. In [22], a feature- and product-based verifica-
tion approach for behavioral program properties is proposed
where for each feature module a partial proof script for Coq
is manually generated. These proof scripts are composed
and checked for single products.

The second group of deductive verification approaches re-
lies on behavioral program specifications to modularize proofs.
A product-based analysis approach is proposed in [9]. As-



suming one product variant has been fully verified, from the
structure of a delta to generate another program variant,
it is analyzed which proof obligations remain valid in the
new product variant and need not be reestablished. In [15],
a feature-based verification approach for DOP is presented
which relies on a Liskov principle for DOP; i.e., specifica-
tions of methods introduced by deltas must be more specific
than previous versions of these methods. Then, each delta
can be verified by approximating called methods defined in
other deltas by the specification of their first introduction.

The approach presented in the current paper can be classi-
fied as a feature-based analysis approach with a final product-
based phase relying on behavioral program specifications.
After verifying the deltas in isolation, the actual products
are verified based on the specification already established for
the used deltas. By proposing a different approach based on
transformational reasoning, we are able to relax the restric-
tions of previous work [15]. This transformational approach
uses symbolic assumptions on called methods and thus sep-
arates the specifications of method implementations from
the requirements to method calls in a way which is similar
to lazy behavioral subtyping [14]. However, previous work
on lazy behavioral subtyping uses explicit, but concrete as-
sumptions on called methods whereas our transformational
approach uses symbolic assumptions.

7. CONCLUSION AND FUTURE WORK

Efficient analyses of software product lines is challenging
due to the combinatorial explosion of possible product vari-
ants. Compositional approaches typically address such com-
binatorial explosions by introducing explicit assumptions be-
tween modules, which allows modules to be analyzed sepa-
rately. However, the flexibility of the reuse mechanisms in
DOP are problematic for standard compositional techniques.
To alleviate this problem, we have developed a transfor-
mational proof system for delta-oriented programming in
which delta modules can be analyzed separately using sym-
bolic assumptions, and specifications of product variants can
be derived from the specifications of the delta modules by
discharging the proof obligations obtained for the specific
product variant through the instantiation of these symbolic
assumptions. In future work, we aim at a full formalization
and soundness proof for the transformational proof system
with an extension of the considered delta operations, e.g.,
by including code removal. We also plan to extend the lan-
guage with interface to introduce hiding mechanisms into
the proof system. Furthermore, the presented approach will
be implemented using the KeY verification system [7].
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